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Abstract—In this work a relay channel with a wire-tapper
is studied for both discrete memoryless and Gaussian channels.
The wire-tapper receives a physically degraded version of the
destination’s signal. We find inner and outer bounds for the
capacity—equivocation rate region. We also argue that when the
destination receives a physically degraded version of the relay’s
signal, inner and outer bounds meet for some special cases.

I. INTRODUCTION

The relay channel was introduced by van der Meulen [1],
and further studied by Cover and El Gamal [2]. Using a
relay increases achievable rates and robustness against channel
variations with respect to direct communication, which makes
the relay channel important and relevant for today’s large
network, high rate applications. Recently, the relay channel has
been studied extensively, [3], [4], [5], we refer the reader to the
references in [5] for an extensive list. Although the capacity
of the general relay channel has been an open problem for
more than thirty years, the capacity is known for some special
cases such as the physically degraded relay channel.

In large networks not all users are legitimate, but some
are illegitimate, passive listeners. The building block of such
a network is the wire-tap channel, which was introduced
by Wyner [6]. In the wire-tap channel the source and the
destination aim to keep their communication as secret as
possible from the passive listener, the wire-tapper. The system
performance measures for the wire-tap channel are the main
channel capacity, the capacity between the source and the
legitimate destination, and the equivocation rate, the level of
obscurity at the wire-tapper. Wyner investigates the case when
the wire-tapper receives a degraded version of the destination’s
signal, resulting in an equivalent degraded broadcast channel
[6]. In [7], these results are extended to less noisy and more
capable broadcast channels, and in [8] to Gaussian channels.
Recent advances in information theoretic secrecy include [9],
[10], [11]. In [10], the authors study a multiple access channel
with a degraded wire-tapper. Generalized multiple access
channels with confidential messages are studied [9]. In [11]
the authors investigate interference and broadcast channels in
which each receiver’s message should be kept confidential
from the other receiver. In addition to the above mentioned
work, [12], [13], [14] provide an information theoretic security
analysis for wireless channels.
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Fig. 1. The system model.

In this work we study the relay channel with a wire-tapper,
and study the impact of the relay on secure communications.
We first examine the physically degraded relay channel with
a physically degraded wire-tapper, and find inner and outer
bounds on the capacity—equivocation rate region and on the
secrecy capacity for both discrete memoryless and Gaussian
channels. We show that inner and outer bounds meet for some
special cases. We also argue that the inner and outer bounds
we find still hold even if the source—relay—destination channel
is not physically degraded. Our work is done concurrently with
and independently from [15], where for a general relay—wire-
tap channel, an outer bound on the capacity—equivocation rate
region is found and different relaying strategies are compared.

The organization of the paper is as follows. Section II
introduces the system model. Section III presents the upper
bounds and achievability results for the capacity—equivocation
rate region for discrete memoryless channels. Section IV
extends the results to Gaussian channels. Finally, Section V
concludes the paper.

II. SYSTEM MODEL

In this section we describe the relay channel with a wire-
tapper, and explain the necessary performance measures. In
the rest of the paper we will use X™ and X to denote
vectors (X1, X2, ..., Xp,) and (X, Xi41, ..., X,) respectively,
and X — Y — Z means X, Y and Z form a Markov chain.

The discrete memoryless relay channel with a wire-tapper
consists of two finite input alphabets Xg and X’r, and three
finite output alphabets Vg, Vp, Vr, where the subscripts S,
R, D and T denote the source, the relay, the destination and
the wire-tapper respectively.

Although in the rest of the paper we will clearly explain if
we need the relay to be physically degraded or not, here we



define the physically degraded relay channel with a physically
degraded wire-tapper. This channel is expressed as

p(Yr, YD, yrl|Ts, TR)
p(yrlrs, zr)p(yplzr, yR)P (YT YD),

= (D
where (zg,2r) € Xs X Xr, yr € Yr, yp € Vp and yr €
Yr. The channel is shown in Fig. 1.

The channel is memoryless, that is (yr., yp.i, Y7,;) depends
on the past and current (z%,z%) only through the current
transmitted symbols (xs;, g ;). Therefore

n ,n ,n ,n n
p(wv xSa va va yDv yT)

(w) HP(QTS,Aw)p(J?R,i|y§z—1)p(y1%,i, YD, i, yT,i|xS,i7 J?R,i%

i=1

where w denotes the message.

A (2" n) code for the relay channel consists of a message
set, a source encoder, a set of relay functions and a decoder
at the destination. The message W is uniformly distributed
over the message set W = {1,2, ..., 2"f'}. The encoder at the
source, WW — X, maps each message w € W to a codeword
x4 € X¥. The set of relay functions {f;}}'_; are such that
zri = fi(Yr1,YR2, ..., Yri—1), where i = 1,...,n. Finally,
the decoder at the destination g : Vj, — W maps yp, to
weW.

If a message w € W is sent, let P(g(y},) # w|w is sent)
be the conditional probability of error. Then the average
probability of error of the code is

ZP

wEW

P = H) # w|w is sent).

The equivocation rate at the wire-tapper, which describes
the confusion of the wire-tapper about the message W given
its observation Y, is defined as

1
R.=—-H
n

(WYz).

For the relay channel with a wire-tapper a rate—equivocation
rate pair (R, R.) is achievable if there exists a sequence of
(2" n) codes with P S 0asn goes to infinity and

lim_ %H(WIY{f) > R..

The capacity-equivocation rate region, C, is the closure of
the set of all achievable rate-equivocation pairs (R, R, ), and
the secrecy capacity, Cs, is the largest achievable R. such that
R =R..

Note that if the relay does not transmit anything, f; = (, for
all 4, then the above system becomes equivalent to that of the
wire-tap channel [6], [7]; on the other hand if the wire-tapper
does not hear anything, Y7 = (), then the channel reduces to
the relay channel of [2].

The above definitions for discrete memoryless channels also
extend to discrete time additive white Gaussian noise channels,
which we study in Section IV.

III. DISCRETE MEMORYLESS CHANNELS

In this section we find two outer bounds and an inner bound
on the capacity—equivocation rate region.

Theorem 1: For the physically degraded relay channel with
a physically degraded wire-tapper given in (1), the capacity—
equivocation rate region is contained in él N ég, where él and
Cy are given by

a o=
p(zs,TR)
C, = U
p(@)p(zs,zr|q)
0<R.<R
R < I(Xs; Yr|XR,Q),
R. < I(Xs;YR|XRr,Q) —

0<R.<R
R S I(Xs,XR;YD),
Re § I(Xs,XR;YD)—

I(Xs, Xp; Y7|Q)
Moreover, the region C,

0<R.<R

R S min{I(Xs,XR;YD),I(Xs;YR|XR)}

Re S min{I(XS,XR;YD), (XS§YR|XR)
—I(Xs, Xg; Y1)

is achievable.

Corollary 1: For the physically degraded relay channel
with a physically degraded wire-tapper given in (1), the
secrecy capacity is upper bounded by

Cs = {min{I(Xs, Xr; YD) —

p(q)p(:rs,xRIQ)
I(Xs; Yr|XR,Q) — I[(Xs, Xr; Y7|Q)}}.

I(stXR; YT)v

Moreover, a perfect secrecy rate C

Cs = max {min{I(Xs,Xgr;Yp) —

p(zs,TR)

I(XS, XR; YT)v

I(Xs;YR|XR) — I(Xs, XRr; YT)}}

is achievable.

Observing the regions in Theorem 1, it is easy to see that
these regions are quite similar except the () variable in region
Cy. Also if I(Xs,XRr;Yp) < I(Xgs;Yr|XR), the inner and
outer bounds meet, ¢ = (fl, and we achieve the capacity—
equivocation rate region.

Note that if the source-relay—destination channel were
not physically degraded, then we could replace all the
I(Xs; Yr|Xr, Q) terms in Cy with I(Xg; YrYp|Xr, Q) and
this modified ég would still constitute an outer bound. él and
the achievable region C would not change. A similar argument
also holds for C’s and C’S.

Next, we find an upper bound to the capacity—equivocation
rate region in Section III-A. Then in Section III-B, we propose
an achievable scheme.
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A. Upper Bounds

In this subsection we find an upper bound on the capacity—
equivocation rate region. We will use Fano’s inequality

HW|YE) < nRPM™ 4+1 2 ng,. 2)

As the message can be decoded from Y7, en) — 0, and 6,
defined as RPe(n) + 1/n, also goes to zero as n — oc.

In the following inequalities we will use the subscripts
(5,5()) to denote a pair of sets. (S,S5()) either stands
for ({S},{R,D}) or ({S,R},{D}). Thus, if (S,5()) =
({S},{R,D}), then X5 = Xg, and Y., = (Yr,Yp); and
if (5,8¢) = ({S,R},{D}), then X5 = (Xs,Xr), and
Yse =Yb.

To find an upper bound on the equivocation rate we write:

nR,
= HWIY7)
= HWYy)-HWIY7r,Yg.)
+HWIYT,Ya.) 3)

I(W; Y2 |YF) + nd,
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— H(Yg0 Y7, Vi) s Ws Xg 4 S(cm)}
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n
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— H(Y50 3 Y1l Y71, Vi,
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= H(Yg 3 Yl Y3 X4 X5 1)

+ H(YT,i|Yé(_C>1, XS,ingm,i)} + ndy, Q)
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- > [I(Xg,i;YS(@,Z‘?YTJlYSi(_c)l’XS(C>,1‘)
=1
_ I(XSJ,Xg(u>7i;YT,i|YSf;)1)} +nd, 6)
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_ I(XS,]\WXS(O,M;YTJWlYS{\({)_laM:i)
+ ndn ®)
= nI(X&M;YS<u>,M|YS~M717XS<c>,MvM)

(c)
—nI(Xg 0y, Xgo ars You|[Y20 " M) 4 né,,

©
= nI(X§7Q;YS‘(C)7Q|X§(C)7Q7Q)
_nI(XS,Q’XS(C>,Q;YT7Q|Q) + ndy,. )

As conditioning reduces entropy, the third term in (3) is less
than the left hand side in (2). The first term in (4) follows
because conditioning reduces entropy. In the second term YTi_1
is removed as YS'(CM‘ — (Yﬁi,YéJ) — Yffl, and ngi
and Xg,,; are appended as conditioning reduces entropy.
The first term in (5) follows because Xg(. ; is a function
of the past received symbols YSZ(_L)l, the third and fourth terms
follow because the channel is memoryless and the channel
outputs (Y3, ;, Yr,;) depend only on the channel inputs
(X5.: X5 ;) To obtain the first term in (6) we combined
the first and third terms in (5). Similarly for the second term
in (6) we combined the second and fourth terms in (5). The
first term in (7) follows because XS,i = Y50, — Yr; given
X SORE In (8) we introduced the independent time-sharing
random variable M, uniformly distributed on {1, 2, ...,n}, and
in (9) we simply named @ = (Yé‘i;l,M ). This @ satisfies
Q — (X50:X50.0) = (Yse g Y1,q). Note that when
Y3 changes @ also changes. When @ = (Y5, M), one
can prove that the equivocation rate upper bound in region C;
is larger than the one in (9). We omit this part of the proof
due to space limitation. For Q = (Y}, 'Y}5™!, M) we obtain
the equivocation rate bound of Cy of Theorem 1.

The upper bound on rate R follows from the max-flow min-
cut bound [2], which results in

R < I(X5q0i Yae ol X5 g Q)

Note that both (9) and (10) are valid even if the source—
relay—destination channel is not physically degraded. For the
physically degraded case

I(X5,0:YD,0, Yr,Q|XR,q: Q) = I(Xs,0: YRl XRQ,Q),

and the bounds (9) and (10) become tighter. In addition to
these bounds we have

(10)

1

—-H Y
—H(W|Y})
1

—-H
—H(W)

R.

R, =

Hence we established the regions él ég of Theorem 1.

B. Achievability

In this subsection we propose an achievable scheme.
We fix a distribution p(zg,xr) and assume the source and
the relay perform block Markov superposition coding, and
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Fig. 2. The relaying scheme that achieves the region C given in Theorem 1.

the destination does backward decoding. For the encoding-
decoding structure we propose in this subsection, we assume
that R > R/ — I(Xs,XR;YT) and R > I(Xs,XR;YT).
When any one of these conditions are not satisfied, the
problem simplifies significantly, and we will discuss those
cases at the end of this section. In addition to these, we
assume [(Xg, Xp;Yr) < I(Xgs;Yr|XR), as otherwise the
equivocation rate upper bound is equal to zero, and the
problem becomes equivalent to a relay channel with no secrecy
constraints.
We define the following

A = 2n(R'7[(XsXR;YT))
B = 2nI(XsXR§YT)
J = onlR—(R'—I(XsXr:Yr))]

and the sets

A =1.,A B = 1,..B
J = 1,..0 W = AxJ "

Furthermore, h : B — J is a partitioning B into J
subsets with nearly equal size, where nearly equal size means
1A=L G < 22 (G2) s Vir gz € .

The source encoder maps w = (a, j) into (a, b), where b is
chosen uniformly from the set h=1(j) C B.

The relay generates a code book that consist of oni’
codewords, labeled x7%(s), s = (Sa,5p), Sa = 1,..., 4,8, =
1,...,B. Each symbol zg;(s), i = 1,2,...,n, is generated
independently according to px,(.).

For each x%(s), source generates onk codewords,
2%(s, W), W = (Wa, wp), we = 1,..., 4, wp, = 1,..., B, with
each symbol, x5;(s, w) i.i.d. distributed as px | x,(-[zri(s)).

The encoding is carried over K blocks. To send wj =
(Wa,k, wj,;) With a certain equivocation in block k, the source
first finds (wg k, wp k) such that b is chosen uniformly from
the set h=1(j). The source transmits 2% (wy_1,wy) in each
block k, for which (wq 0, ws,0) = (Wa, i, ws k) = (1,1) = 1.
Similarly, the relay sends z%(s) in block k. In the first block
Sk = (8q,1,85,1) = 1.

After the transmission of block k, the relay, assuming it has
correctly decoded wy,_1, attempts to find an estimate w) such
that

(l’g (kalv W;c)v x%(wkfl)v y%,k)
are jointly typical. If
(1D

then the relay decodes the source message reliably and obtains
w), = W}, with high probability. Then it sets s;1 = w},. The
encoding structure is depicted in Fig. 2.

R/ § I(Xs; YR|XR),

The destination starts decoding after all K blocks are
received and moves backwards. At block K, the destination
looks for an W _1 such that

(@5(Wk-1,1), 2r(WK 1), YD, k)

are jointly typical. The destination will be able to locate a
unique Wi _1 = Wx—1 with high probability if

R/ SI(Xs,XR;YD). (12)

Once the destination decodes w g _q, it can move backwards
to decode wx_o, ..., W1.

The wire-tapper also performs backward decoding, and
starts trying to decode after all K blocks are received. At
block K, its equivocation for the message W _1 is

H(Wgk_1|Y7 k)

= HWgk-1,Yr k) — H(Y7 k)

= H(WK*D YTT’L,Ka Xg}K)

- H(X§ g |Wk-1,Y7g) —HY7 k)

= HWgk-1,X5x) + HY7 x|Wk-1, X3 i)
— H(Xg ([Wk-1,Y7 ) — H(Y7 k)
HWgk 1, XS ) + HYT? x[Wrk 1, X8 10, X k)
- H(X§ g |Wk-1,Y7g) —HY7 k)
= HWg-1,X5x) + HY7 x| X5k, XR 1)
— H(Xg ([Wk-1,Y7 ) — H(Y7 k)
H(Xg k) + H(Y7 | X35 10, XR x)
- H(X§ k|Wk-1,Y7 k) — HY7 k).

v

v

13)

To calculate the first term in (13) we first argue that

PXg (Wi = (Wi)u D) _,
PXE (Wi = (Wi, 1)) =

for all 4,5 = 1,2,...,2"%. The proof follows probability

calculations, which we omit here due to space limitation. Next,

using the above result and [9, Lemma 6] we find that
H(XS ) > nRkR — 1.

As the channel is memoryless, the second term in (13) is
equal to

H(Y£K|XQ,K7X£,K) =nH(Yr|Xs, Xr).
The third term in (13) is equal to zero because
0< H(XE,K|WK717 YZG,K) < H(XE,K|WK71) =0.
Finally, for the fourth term we have
H(Yrg) = nH(Yr),

because the channel is memoryless and each (rg;,zg,;) pair
is chosen independent and identically distributed.
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Fig. 3. The achievable rate—equivocation rate region for the physically
degraded Gaussian relay channel with a physically degraded wire-tapper
versus capacity-equivocation rate regions for direct transmission (no relay).
To achieve the best secrecy rate o* = 0.75, 8* = 1, v* = 1. Secrecy
capacity for direct transmission is equal to 0.0851 and 0.113, when source
power is Ps and Ps 4 Pr respectively. The achievable secrecy rate with
relay is 0.1240.

Overall,
1
~H(Wxa |V k)
1
> R'— -+ H(Yr|Xs, Xr) - H(Yr)

1
R,—I(Xs,XR;YT)— E

For block k, the wire-tapper’s confusion about Wy_; is
equal to

H(Wp—1|Y7))
H(Wp—1|Y7y, W)
= Y p(Wi = wi)H(Wi_1[Y7,, Wi = wy),

for which a similar analysis as in block K results in

v

1 1
EH(Wk—ﬂY’Z@,kvwk = Wk) Z Rl - I(Xs,XR;YT) — E

As R’ is upper bounded by the minimum of (11) and (12),
we can choose R’ = min{I(Xgs;Yr|Xr),I(Xs, Xr;YD)} —
€ and we conclude that for each message wy, this code book
structure achieves an equivocation rate of

Re = min{I(Xs; YR|XR), I(Xs, XR; YD)}
1
—I(Xs,XR;YT) — € — E
Until now, we assumed that R > R’ — I(Xg, Xg; Y7).
If this condition is not satisfied, we set J = 1. The source
encoder maps w = (a,j) into (a,b), where b is chosen

uniformly from the set . In this case perfect secrecy is
achieved. On the other hand, if R’ < I(Xg, Xg;Yr), then

Pg=Pg=7dB, Ny =4, N =3, N'’=1.
0.08 i u u " "
@ Direct transmission, source power = P

S

0.071 - B - Direct transmission, source power = PS+PR

With relay, source power = PS, relay power = PR

Equivocation Rate
o

-
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Fig. 4. The achievable rate—equivocation rate region for the physically
degraded Gaussian relay channel with a physically degraded wire-tapper
versus capacity-equivocation rate regions for direct transmission (no relay).
To achieve the best secrecy rate o = 0.99, f* = 1, v* = 0.58. Secrecy
capacity for direct transmission is equal to 0.0386 and 0.0551, when source
power is Ps and Ps 4 Ppr respectively. The achievable secrecy rate with
relay is 0.0517.

no secrecy is achieved and R. = 0. Thus, by changing R and
R’, we can use this code book structure to achieve various
rate—equivocation rate pairs.

IV. GAUSSIAN CHANNELS

In this section, we extend our achievability results to Gaus-
sian channels. For the Gaussian channel with a physically
degraded relay and a physically degraded wire-tapper, the
channel input-output relations are

YR Xsi+ Zr,i (14)
Ypi = Yri+Xri+Zp, (15)
Yri = Yoi+ Zp,. (16)

Note that the total noise at the destination and at the wire-
tapper are equal to Zg ;+ 2}, ; and Zg i+ 27, ;+ Zp ; respec-
tively. Here Zr i, Zp; and Zp,; are ii.d. with distributions
N(0, Ng), N (0, N},), and N(0, N%) respectively. The power
constraints of the source and relay are

Ly at(w) < Ps, we{l,2,..,2"7} (17)

and

1 n
- Zx%,i(yR,layR,% s YRii—1) < Pg,
=1

(18)

where (yphl, YR,2, ...,yR7i_1) c R".
We will use the notation C(z) = 1/2log(l + z), and
f(e, 8,7, Ps, Pr) = BPs +vPr +21/(8 — a)PsyPg in the

rest of this section.



Theorem 2: For the physically degraded Gaussian relay
channel with a physically degraded wire-tapper, given in (14)-
(18), the rate—equivocation rate region C G is achievable, where

Co = U

0<a<l, a<p<1, 0<y<1

0<R. <R
R<min{C (Legararn) ¢ (abs))
D
R, <min {C (Legalerel) o (s22)]
D
3 f(e,8,7,Ps,Pr) aP
-min{C (Gefsfter) o (52) )

To achigve the region stated in Theorem 2, we C~hOOSC
Xgr and Xpr independently as Xgp ~ N(0,vPgr), Xp ~
N(0,aPs) and form

In the above expressions the parameter v shows the relay’s
participation level in the communication. Although for the
physically degraded relay channel it is always optimal to use
the relay with full power, this may not be the case when
there is a wire-tapper. The parameter « is related to the
coherent combining gain of the source and relay signals at
the destination, or at the wire-tapper. It also shows the fresh
information rate the source sends to the relay. In addition to
these, the parameter 3 shows the fraction of source power the
system operates at. Although we are unable to prove at this
point, we conjecture that the optimal 3 should be 1. This is
because operating at a lower source power neither benefits
the secrecy rate, nor the source-relay—destination channel
capacity.

In Fig. 3 and Fig. 4 we illustrate the achievable rate—
equivocation rate regions for two scenarios. We also show
direct transmission capacity—equivocation rate regions for
comparison. If there is an individual power constraint on the
source and the relay, using the relay is always advantageous,
and the rate—equivocation rate region is considerably enlarged.
However, when we compare the relay channel to direct trans-
mission when the source has the total power, Ps + Pg, this
is not always the case. (Note that this is also the case for
the relay channel without the wire-tapper.) Fig. 3, illustrates
this case when Ps = Pr = 7 dB, Np = 1, N, = 3,
and N7, = 1. In this case, using the relay performs better
than direct transmission under both individual and total power
constraints, and the system benefits from using the relay with
full power (v* = 1). However, when the relay has more noise,
it is no longer beneficial to use the relay with full power to
achieve the best secrecy rate. Fig. 4 illustrates the case when
Ps = Prp =7 dB, Ngp = 4, N, = 3, N, = 1 for which
optimal v* = 0.58. In fact, for some cases, optimal v* may
be 0, and the relay will not participate in the communication.
This is because, the relay helps both the destination and the
wire-tapper simultaneously. It is advantageous to use the relay
whenever it is more helpful to the destination than to the

wire-tapper in terms of information rates. Note that to achieve
the source—relay—destination channel capacity with no secrecy
constraints, we still need to choose v = 1.

V. CONCLUSION

In this work we study the relay channel with a wire-tapper.
In this network, the source seeks relay’s help for transmitting
its messages to the destination securely, keeping the wire-
tapper as confused about the messages as possible. We estab-
lished inner and outer bounds on the rate—equivocation rate
region for the relay channel with a physically degraded wire-
tapper for both discrete memoryless and discrete time additive
white Gaussian noise channels. We also discussed the special
cases for which these bounds meet. For Gaussian channels, the
achievable scheme we proposed suggests that using the relay
with full power is not always advantageous in the presence of a
wire-tapper. The relay’s transmission helps both the destination
and the wire-tapper and is only useful when it contributes
more to the destination. Future work includes extending our
results to channels in which we can relax the degradedness
assumption on the wire-tapper. This includes the cases when
the source-relay—destination channel is either more capable or
less noisy than the source-relay—wire-tapper channel.
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