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Abstract—In this paper the fading multiple antenna Multiple antennas are considered in the context of wire-
(MIMO) wire-tap channel is investigated. The secret diver-  tap channels in [6],[7]-[11]. In [7] the authors find the
sity gain and thesecret multiplexing gain are defined. Using - secrecy capacity of the Gaussian multiple-input multiple-
these definitions, thesecret diversity-multiplexing tradeoff output (MIMO) wire-tap channel, when the source and
(DMT) is calculated analytically when the source node does the destination have two antennas each and the wire-

not have transmitter side channel state information (CSlI). tapoer has onlv a sinale antenna. Concurrent work in
It is shown that the wire-tapper steals degrees of freedom PP y 9 '

from the source-destination channel, and the secret DMT [8] @nd [9] establish the secrecy capacity for the fading
depends on the remaining degrees of freedom. When cSIMIMO wire-tap channel under the full CSI assumption
is available at the source, unlike the case when there are for arbitrary antenna numbers.
no security constraints, transmitter CSI changes the secte  Although the ergodic behavior of fading channels
DMT significantly. is very important, when there are stringent delay con-
straints, ergodic capacity is not realizable. In this case,
the outage formulation proves to be useful. For the wire-

The broadcast nature of the wireless communicatitepp channel, outage approach was first considered in [6]
channel makes it highly vulnerable to security threatand [12]. Outage probability for a target secrecy rate is
All wireless transmissions can be overheard by passi&Bo investigated in [5], when the source, the destination
listeners, the wire-tappers or eavesdroppers, who pasid the wire-tapper have CSI, and optimal power allo-
sibly can recover the information. The emergence oftion policies that minimize the outage probability are
wireless networking has thus recently revived the interasilculated.
in the fundamental limits of secure communication or An important performance measure for MIMO fading
information-theoretic security. channels that simultaneously considers probability of

One of the building blocks of information-theoreticerror and data rates is the diversity-multiplexing trade-
security is the wire-tap channel. The physically degradeéf (DMT), established in [13]. The DMT is a high
wire-tap channel was introduced in [1] and the fund&NR analysis and describes the fundamental tradeoff
mental coding structure to obtain perfect secrecy whetween the diversity gain and the multiplexing gain.
established. Later in [2], these results were extendedTbe diversity gain is the decay rate of the probability of
less noisy and more capable broadcast channels. Enmeor, and the multiplexing gain is the rate of increase
secrecy capacity for the Gaussian wire-tap channel wafsthe transmission rate in the limit of highNR. The
found in [3]. Recently fading wire-tap channels ar®MT is strongly related to the probability of outage as
investigated in [4], [5], for which the ergodic secrecyrobability of error is generally dominated by the outage
capacity is calculated when both the transmitter and tbeent.
receivers have channel state information (CSI). In [4] the In this paper we investigate the multiple-antenna wire-
ergodic secrecy capacity, when the source node does tagt channel from the DMT perspective. We define the
have the wire-tapper’'s CSlI, is also evaluated. secret multiplexing gain, thesecret diversity gain and

In wireless channels, multiple antennas increase e secret DMT. We argue that the wire-tapper can be
bustness against fading, and also transmission raté®ught of as “stealing” degrees of freedom from the
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source-destination channel, and seeret DMT depends is arbitrarily close to the information rate. The highest
on the remaining degrees of freedom. This behavior perfectly secure rate is called the secrecy capacity [1].
also observed in [14] for compound channels only for In this work, we investigate the highNR behavior of
the maximum multiplexing gain point. Our work cam delay-limited system with a target secrecy rate equal
be thought of as a generalization of [14], capturing the R{"’(SNR). We define thesecret multiplexing gain
behavior for all diversity gains. We also argue that thgs
secret DMT depends on the available transmitter CSI.
This is unlike the regular point-to-point DMT without ) RgT)(SNR)
security constraints, which is not affected from the SNReoo logSNR '
transmitter CSI for constant-rate transmission.

Next, we introduce the system model in Section Il anthe secret multiplexing gain, shows how fast the target
then state our main theorem in Section Ill. We investigaggcrecy rate scales with increasiSqR. The secret
the case when the source has CSI in Section IV. Théiyersity gain,d;, is equal to
we conclude in Section V.

log (SNR)
Il. SYSTEM MODEL SNReoo  logSNR - ®

We consider a multiple-antenna wire-tap channel, in
which the source, the destination and the wire-tapp&here F.(SNR) denotes the probability of error. The
havem, n and k antennas respectively. Both the destRrobability of error is due to two events: Either the
nation and the wire-tapper have CSI about their incomiggstination does not receive the secret message reliably,
channels, but the source node does not have any trantherfect secrecy is not achieved [15]. When the channel
CSI. We will consider the case when the source has trafack length is long enough, the former event is dom-
mitter CSI in Section IV. For both cases, we assume tHated by the main channel outage event. Moreover, it
system is delay-limited and constant-rate transmission§s€asy to show that among the two events secrecy rate

required. outage; i.e. the event that perfect secrecy is not achieved,
The channel is represented as follows: dominates the pr_obability of error. Thus, in the rest of
the paper, we will focus on this secrecy outage event
Yp = HspX+Zp 1) only. Finally, thesecret DMT, d(rs), shows the relation
Yr = HgrX +Zp. (2) between the secret multiplexing and diversity gains.

In the above equationX is anm x 1 vector, which In [8], [9], the authors prove that for the fading MIMO

denotes the transmitted source signél, and Y7 are wire-tap channel, when all nodes in the system have CSlI,
nx 1 andk x 1 vectors, and represent the receiveﬁ’aUSSian codebooks are optimum. Therefore, we also
signals at the destination and the wire-tapper resp@SSUme Gaussian codebooks. However, when CSl is not
tively. Similarly, Zp and Zy are n x 1, and k x 1 available at the source, to the best of our knowledge
vectors that indicate the independent additive noise at ﬁl’gg _best Input covariance matrg is not _known. We

destination and the wire-tapper. Ba#y, and Z; have conjecture that sending independent signals at equal

independent and identically distributed (i.i.d.) comple‘f‘zoWer "’}t each antenna is optlmal_ at h@NR, as all
Gaussian entries with zero mean and variance 1. entries oflsp andHsr respectively are identically
matricesHgp and Hgy, with i.i.d. complex Gaussian distributed and the source node does not have CSI. Under

entries with zero mean and unit variance, are of S&I%es_e assumptions; i.€) = SNRIL,,, we can write the
n x m, andk x m. They respectively denote the channé"’}Chlevable perfect secrecy rate as
gains between the source and the destination and the L n
source and the wire-tapper. In addition to these, the R, = |log [[;21 (1 + ASNR) 3)
source node has an average power constraliNR. I1/_; (1+ pSNR)

The system performance measure for the wire-tap
channel is the rate-equivocation rate region [1], whiokhere L = min{m,n}, 0 < A\ < ... < A are the
indicates the tradeoff between transmission rates owgdered eigenvalues of the matrHSDHTSD, and0 <
the main channel and the level of obscurity at the wirgs < ... < u; are the ordered eigenvalues of the matrix
tapper. An operating point in the rate-equivocation raHSTHTST. Here,T denotes the conjugate transpose, and
region is calledperfectly secure, if the equivocation rate 2™ = max{0, z}.




IIl. SECRETDMT the points(t, (m — t)(n —t)), t = 0,1, ...,min{m,n}.
In this section, we state our main theorem. As P(outage=SNR~*("), we conclude that(r) is
Theorem 1: For the multiple-antenna wire-tap chantPPer bounded with the DMT of afin — k) x (n — k)

nel defined in (1) and (2), with full CSI at the destinatioMIMO system. _
and the wire-tapper and no CSI at the source; it~ Outage Upper Bound: To make the upper bound tight,

min{m,n}, the secret diversity-multiplexing tradeoff isV& need a piecewise analysis, which depends on the
a piecewise linear function joining the points d, (1)), Secret multiplexing gain. We defing as
wherel =0, 1, ..., min{m,n} — k and

ds(l) = (m—k—1)(n—k—1).

¢ =—(m4+n—2k—2i—1)rs+(m—k)(n—k)—i(i+1),

for i = 0,1,...,min{m,n} — k — 1. We also define
If £ > min{m,n}, then the secret diversity-multiplexingthe event&,; = {ux > c;logSNR}, and ;. as the
tradeoff reduces to the single poiftt, 0). complement off,, ;.

Proof: We first prove the secret DMT fok < For anyi, we can write
min{m,n}. We will discuss the cask > min{m,n} at
the end of the proof. To find the secret DMT we find al’(outage
lower bound and an upper bound on the probability of = P(outagés, ;) P(E,:) + P(outagées ) P(EC,)

the secrecy rate outagé®(outage = P(Rs; < RET)), < P(E.:) + P(outageéss ) (7

WhereRgT) = r,log SNR. Then we show that both of 7 e

these bounds have the same DMT. where we have upper bounded bd#outaget., ;) and
Outage Lower Bound: Define & = P(&;;) with 1.

{u; >a,i=1,...k}, where a is a positive real To calculate an upper bound on the first termin (7), we

constant and denotes the complement 6f. Without use an upper bound on the probability density function

loss of generalitya > 1. Then we can write probability (pdf) of ;. We obtain this bound using the joint pdf of

of secrecy rate outage as the ordered eigenvalugs< py < po < ... < ug of the
matrix HSTHLT [13, Lemma 3], which is

P(outage
= P(outagés)) P(&) + P(outagésy) P(Ef) (4) [P s
> P(outagé€;) P(&). 5) p(l‘lw-#k)—Km,kil:[lui E(l‘z_ﬂj) e X b,

constant. At highfSNR

p(pur)
P(outages) " N (
L = o)y o dpg
4 1 iON / / p(ps o pir)dpa .. dpig—1
[Ti=y (1 + piSNR) = K, L ke
(a) HL_ (1+ \;SNR) . =
( (1+ aSNR)* . /0 /O Hl”" H(M_”J) e p
1= 1<)
(v L
> P ( (1 + )\ZSNR) < SNRT‘“—HC) © d,ul...d,uk_l
© . < Kbt e
=  QNRdm.n(rs+k) o b
. m_k _Z§;1ll/«id dur
(i) SNR ~dm—rn—r(rs) /0 /o EM € - Cfb—1
(8)

where using the definition of; we substituted the 0

minimum value for %llu,- in (GLto optain(a). (b) follows < Kn—%lkufkn—k#Z(k—l)e—uk [(m — k)JF @)
becaus€1 + aSNR)" > SNR". Using the DMT results

without secrecy constraints [13]¢) and (d) follow, where (e) is because eactu; — u;)* < ui, and there
where d,,, ,(r) is the piecewise-linear function joiningare k(k — 1)/2 many (u; — ;) terms involved. Before



: , . : . 0 L
\;vse write (f) we first bound the innermost integral in (8) 2 p < (1+ MSNR) < A¥(log SNR)’“SNR’“S*’“)
/l/«z m—k —p d ( ) =1
py e Tdp = —dp (7,
0 1 1 -~ SNR A (T5+K)
= fY(m —k+1, NZ) = SNR_d(M*k),(nfM(Ts)_ (13)
m—k . " N
(9) (m— k) |1 — et Z Ha In the above inequalities(j) is because the largest
N ’ — l! eigenvalueu;, and hence all;’s are upper bounded by
< (m—#k) a cilog SNR given &7 .. (k) is due to the fact that

. < ;
where~(.,.) is the lower incomplete gamma function. L+ (cilog SNR)SNR < 2max{l, c;}(log SNR)SNR,

Note that for(g) we used the series expansion of thignd () follows because; < (m — k)(n — k), for all
function [16]. Applying this result repeatedly to all thé = 1,...min{m,n} — k — 1, and we defined =
integrals in (8) leads tdf). Using this upper bound on2max{l,(m — k)(n — k)}. Finally, (m) is because
the pdf of the largest eigenvalyg., we can now find an A*(log SNR)¥SNR™** has the same multiplexing gain
upper bound orP(E,;). Let C; = ¢;log SNR for short as SNR™**, and thus the results in [13] apply.

hand notation. Then, Overall, substituting (12) and (13) into (7), using the
definition of ¢;, and combining the results for allwe
P(Eu,i) have

= P(up > Cy) P(outage < GNR—m—k), (- (T5)

= / (k) dpi We can observe that this upper bound on probabil-
") G - ity of secrecy rate outage is the same as the lower
< K;:k[(m_k)!]k—l/ 2R o gy bound we calculated above. Thus, we conclude that

; ds(rs) = dm—),m—k)(7s), and the secret multiplexing

K-L(m— k:)!]k_lf(m —2k+ k2 +1,Cy) gain satisfies'; < min{m,n} — k for k¥ < min{m,n}.
’ 10y 'f k> min{m,n}, then P(outagés)) in (5) takes a
constant value and does not decay WHtR. As P(&;)

. m—2k+k*
() - 1 —c, C! ; .
) Km,lk[(m Rl G Z l_'z’ (11) s alsq equal to a constan®,(outage is lower bounded
=0 ' by a fixed value in(0, 1]. Thus, we conclude that when
k > min{m,n}, the secret DMT reduces to the single

where we used (9) to obtaifh). In (10)T'(.,.) denotes paint (0,0). u

the_upper mcqmplete Qammg functlon,uand we used t ®rheorem 1 states that the wire-tapper costs the system
series expansion of this function to obtdin [16]. Then, . :
it is easy to show that min{m, k} degrees of freedom, which affects the whole
y secret DMT curve. When the degrees of freedom in the
P(€,:) < SNR™“, (12) source-wire-tapper channehin{m, k}, is equal tok,
as thee=C term in (11) determines the highNR then the secret system becomeg equivalent t¢nan-
behavior of (11) k) x (n — k) system. However, ifnin{m, k} = m, then
For the secon.d term in (7) we show that no degrees of freedom are left for the main channel, as
m > min{m,n}, and the secret DMT reduces to the
P(outages, ;) single point(0, 0).

HL (1+ A:SNR) Fig.1 shows an example secret DMT for the wire-
= P( fjl : < SNR’“S|8572-> tap channel, when the source, the destination and the

[T;i=y (1 + piSNR) wire-tapper have 3, 4, and 2 antennas respectively. We
(2 ( HiLzl (1+ \SNR) R’“‘) observe that for theecret channel only one degree of
> freedom is left, and the maximuisecret diversity can

1+ (¢;log SNR)SNR)* -

(L + (¢/10g SNR)SNR) be 2. The figure also compares the secret DMT to the
(k) 3 x 4 channel DMT without secrecy constraints. We can
s P (4_1 (1+ ASNR) observe the effect of secrecy constraints not only on the

. . _— degrees of freedom, but also on diversity, for all possible
< (2max{1,¢;})" (log SNR)"SNR" ) secret multiplexing gain values.
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Fig. 1. The source, the destination and the wire-tapperesgely Fig. 2. The source, the destination and the wire-tappermsgely
have 3, 4 and 2 antennas. Dashed curve shows the DMT with Imave 2, 2 and 1 antennas, = 0.75.
secrecy constraints, whereas the solid curve is the sedvdt D

where
IV. CHANNEL STATE INFORMATION AT THE SOURCE A = I+ mSNRHgDHSD
In the previous section secret DMT is established for B = I+ mSNRHSTHTST
MIMO wire-tap channels without transmitter CSI. In B- 12w
this section we assume that transmitter has perfect CSI a = M’

about the channel between itself and the wire-tapper, as
well as its channel to the destination. This assumpti@id w is the largest eigenvalue &~ '/2AB~
will help us understand the limitations and properties of In Fig. 2 we compare secrecy outage probability for
secret DMT. Note that secret DMT is still a meaningfuhe Wwire-tap channel with a 2-antenna source, a 2-
metric as we consider constant-rate applications, whightenna destination, and a single antenna wire-tapper
can suffer from outage despite the available transmitfé no transmitter CSI and full CSI cases. The secret
CSI. multiplexing gain is equal to 0.75. The figure suggests
The secrecy capacity for the MIMO wire-tap channdhat the secret diversity is approximately equal to 0.45
with CSI both at the receivers (the destination and théth full CSI. This value is almost double the secret
wire-tapper) and the transmitter (the source) is found §versity we achieve (approximately 0.23 from the figure,

1/2.

8], [9] as and 0.25 according to Theorem 1) when there is no CSI
at the transmitter. Note that for MIMO channels without

det (I + HSDKXHED> secrecy constraints if CSl is available at the transmitter,

C, = max log . the source node does beamforming in the direction of

Tr(K’jjg gS;SNR det (I +HgrK XHET) the destination . However, without secrecy constraints

beamforming only brings in coding gains and does not
This secrecy capacity is achieved for the optimal inpghange the DMT. The secret diversity gains we observe
covariance matrixK y, which sends signals orthogonafrom Fig. 2 show a different trend and suggest that the
to the wire-tapper and as aligned with the destinatiagransmitter CSI changes the secret DMT.
as possible [7]. When the source and the destination
each have 2 antennas, and the wire-tapper has a single

antenna, the above secrecy capacity expression can b this paper we study the MIMO wire-tap channel
written as [7] when there are stringent delay constraints and the source

node does not have CSI available. We define and find
q'Aq the secret DMT for arbitrary number of antennas at
q'Bq’ the source, the destination and the wire-tapper. Our

V. CONCLUSION

Cc221)

= log



results show that the wire-tapper decreases the degn@els!. S. Gradshteyn and I. M. RyzhiKiable of integrals, series,
of freedom in the direct link by the degrees of freedom in  @nd products, 7th ed. Academic press, 2007.

the source-wire-tapper channel. The secret DMT depends

on the remaining degrees of freedom. We also study the

effect of transmitter CSI on secret DMT. We observe

that unlike the DMT without secrecy constraints, the

transmitter CSI changes the secret DMT.
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